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in the twenty-first century. Although techno-
logical superiority is not a sufficient condition 
alone for victory, it remains a highly important 
one. 

This reality separates the technological 
domain of the original Cold War from the 
U.S.-China competition today: unlike the 
Soviet Union, the People’s Republic of China 
(PRC) has established market dominance in 
critical and emerging industries, from electric 
vehicles and biotechnology to telecommunica-
tions and unmanned aerial vehicles. Indeed, 
the U.S. government and policy experts have 
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phistication to avoid Israeli cyber penetration. 
In this instance, however, Israel was a step 
ahead of the Shi’ite militia. In what appears 
to have been a Mossad operation, the previ-
ously-rigged pagers detonated simultaneously 
across Lebanon, killing and injuring thousands 
of terrorists.3

The operation was remarkable in its discrim-
ination and accuracy, but it also revealed a 
stunning Israeli infiltration of Hezbollah’s sup-
ply chain. The pagers in question came from 
a Taiwanese company, but the manufacturing 
was outsourced to a Mossad-controlled facility 
in Israel. With remotely-detonated, undetect-
able explosives located in the pagers, Hezbol-
lah operatives were carrying portable bombs 
in their pockets and backpacks for months.4

Some in America, however, sounded the 
alarm. “Look at the damage done by explod-
ing pagers,” warned former Congressman 
Mike Gallagher, “then imagine the chaos 
caused by haywire power grids, or the eco-
nomic consequences of frozen ports.” Of 
course, he was not referring to the Israeli-Ira-
nian conflict. The former Chairman of the 
Select Committee on the Chinese Communist 
Party (CCP) was cautioning U.S. citizens that 
in the event of a future conflict, Beijing could 
throw their daily lives into unfathomable cha-
os. Blunting this threat, according to Gallagh-
er, begins with an honest reckoning of the cal-
culation of CCP General Secretary Xi Jinping: 
“He seeks a future where he could turn off the 
lights in Green Bay or Geneva knowing we 
could not do the same in Guangzhou.”5

Policymakers must do more than grasp the 
scale and scope of these potential vulnera-
bilities. They must be more proactive, taking 
steps to mitigate and, wherever possible, 
eliminate them. Doing so, however, requires 
Americans to reckon with the origins of U.S. 
technological assistance to the CCP. The 
investments that leading American companies 
made in China three decades ago continue 
to haunt U.S. policymakers and the American 
people today.

been warning private industry and the Amer-
ican people about CCP technological domi-
nance, and the concomitant threats, for years. 

Moreover, U.S. companies have knowingly 
and persistently handed critical technology to 
the CCP. Unlike the first Cold War between 
the United States and the Soviet Union, the 
ongoing competition between Washington and 
Beijing is marked by systemic economic inte-
gration. After all, U.S. companies enabled the 
PRC’s internet access in the 1990s, and, im-
portantly, built out the CCP’s “Great Firewall” 
of censorship and surveillance. To be sure, 
decades of trade and investment enriched 
both nations, but they have also afforded 
considerable strategic advantages to the CCP. 
What started as largely PRC intellectual prop-
erty theft eventually also morphed into willing 
technology transfer and U.S. compliance with 
PRC laws. U.S. firms have thus contributed—
both unwittingly and in some cases willingly—
to the technological development and domi-
nance of America’s greatest geopolitical and 
ideological adversary. The CCP leverages this 
advantage every day in ways that threaten 
critical U.S. interests and challenge American 
values in various industries and technologies, 
including commercial shipping, telecommu-
nications and biotechnology. This reality also 
leaves the United States exposed to wide-
spread technological sabotage in a moment of 
crisis. This paper will thus provide a series of 
concrete examples which all serve to highlight 
these troubling interconnections and growing 
vulnerabilities: from the sale of American-de-
signed surveillance technologies or genetic 
mapping equipment to the Chinese state, 
to the ubiquity of ZPMC smart ship-to-shore 
cranes in American shipyards, and Huawei 
telecommunications infrastructure in proximity 
to sensitive US military installations.

“Imagine the Chaos”: Turning the Lights 
Off in America
On September 17, 2024, the world witnessed 
the future of high-tech warfare play out in 
Lebanon. At 3:30 pm local time, hundreds of 
Hezbollah operatives received a notification 
on their pagers. The terrorist organization had 
recently downgraded their technological so-
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With American Bricks: Building China’s 
“Great Firewall”
The memory of the Tiananmen Square mas-
sacre on June 4, 1989 may be blocked within 
the People’s Republic of China (PRC), but it 
is well-known in America and throughout the 
world. Even the most advanced censorship 
capabilities cannot erase the historical re-
cord. The account from the British embassy 
in Beijing was especially chilling: the People’s 
Liberation Army (PLA) “ran over” civilians at 
65 kilometers per hour “time and time again 
to make quote pie unquote,” “collected [hu-
man bodies] by bulldozer,” “incinerated [the 
remains] then hosed down drains,” and “shot 
up” ambulances trying to save injured stu-
dents.6 To this day, the total number of casual-
ties remains unknown. Most sources estimat-
ed a few thousand deaths, but some counts 
surpassed 10,000.7 

There is one critical detail of the atrocity, how-
ever, that the West has memory-holed. Those 
the PLA couldn’t kill immediately were subse-
quently rounded up and arrested with the aid 
of security cameras designed and manufac-
tured by Pelco and Siemens Plessey—Ameri-
can and British tech companies, respectively.8 
At the time, international opprobrium of the 
CCP’s response was nearly universal. West-
ern governments suspended military assis-
tance and temporarily halted high-level public 
diplomacy.

After a two-year hiatus, however, the West 
came back to Beijing. In particular, the World 
Bank funded the installation of the same secu-
rity cameras that had tracked the Tiananmen 
protestors—only this time in Tibet, where the 
CCP was cracking down on Buddhism and 
sinicizing a region that was supposedly guar-
anteed semi-autonomy. The ostensible pur-
pose for the cameras was traffic congestion, a 
problem with which Lhasa, Tibet’s capital, had 
not previously struggled.9

The entire episode foreshadowed the posture 
that American companies and international in-
stitutions would adopt with regard to the CCP: 
elevate economic engagement over human 
rights concerns and prioritize monetary gain 
over strategic threats. U.S. corporations dou-

bled down on this approach during the 1990s 
when they helped bring the People’s Republic 
of China into the modern telecommunications 
age. Companies like AT&T provided rotary 
switches to PRC partners, only to discover 
that Chinese companies stopped purchases if 
surveillance components were not included.10 

In AT&T’s defense, this technology was the 
same capability the U.S. government relied 
on for lawful intercepts. Other companies, 
however, went far beyond American norms 
and helped the CCP build out its vast internet 
censorship capability. Colloquially called the 
“Great Firewall,” this system operates at the 
PRC’s borders and filters incoming internet 
traffic at fiber-optic choke points in Beijing, 
Shanghai, and Guangzhou.11 According to 
journalist James Griffiths, “That the system 
works so well is in part thanks to U.S. corpo-
rations and engineers, particularly the Silicon 
Valley-based multinational Cisco, which be-
gan supplying filtering and surveillance equip-
ment to Chinese censors in the early 1990s… 
In the words of internet historians Tim Wu and 
Jack Goldsmith, the Great Firewall was origi-
nally built ‘with American bricks.’”12

Over time, however, Chinese companies 
shouldered their American competitors out of 
the market. China Telecom initially contracted 
with Sprint to build out the PRC’s first com-
mercial internet. After establishing U.S.-China 
internet connectivity and bringing dial-up ac-
cess to various parts of the PRC, Sprint then 
moved to build a nation-wide network within 
China. Chinese scientists with PRC govern-
ment backing, however, blocked Sprint and 
led the project.13 The internet in China was 
built by American companies, but controlled 
by the Chinese Communist Party – and, im-
portantly, maintained by PRC entities under 
the party’s control. 

As the CCP’s economy grew, it replicated this 
playbook across critical industries by leverag-
ing U.S. technology in ways that threatened 
American interests and challenged Western 
values. Telecommunications, commercial 
infrastructure, and biotechnology are particu-
larly compromised – and American individuals 
and companies are largely to blame.
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CCP-Controlled Cranes: Shutting Off U.S. 
Commerce
Founded in 1992, Chinese company Shang-
hai Zhenhua Port Machinery Co. (ZPMC) took 
merely six years to dominate the global mar-
ket in ship-to-shore (STS) cranes. By virtue of 
underselling its competitors and hiring local 
advocates to build connections, ZPMC crowd-
ed out its competitors in short order. Low 
prices were worth initial issues with product 
quality, problems that the company seems to 
have largely overcome.

There was an additional element to ZPMC’s 
shocking success: intellectual property theft. 
According to a Los Angeles Times report 
from 2002, “In Florida, a competitor accused 
ZPMC of stealing its design, and ZPMC’s 
partner was indicted on unrelated corruption 
charges.”14 Nearly a decade later, The Wire 
China referenced an interview in which ZPMC 
founder Guan Tongxian admitted that ZPMC’s 
early designs were largely borrowed from 
other firms.15

Questionable business practices did not 
stop ZPMC from dominating global markets, 
including the United States. ZPMC smart 
cranes line American ports in Seattle, Ta-
coma, Oakland, Los Angeles, Long Beach, 
Gulfport, Tampa Bay, Miami, Jacksonville, 
Charleston, Wilmington, Portsmouth, Phila-
delphia, and Elizabeth.16 According to con-
gressional estimates, ZMPC cranes account 
for 80% of ship-to-shore transfer capacity in 
U.S. ports. In 2020, the risk consulting group 
Pointe Bello warned of potential national 
security risks with a PRC state-owned compa-
ny’s presence in U.S. commercial networks: 
“Port equipment is embedded with digital 
components that integrate cranes into U.S. 
port digital infrastructure, creating surveillance 
capabilities and possible disruption vulner-
abilities at U.S. strategic locations.”17 This 
concern is not without merit. ZPMC’s primary 
shareholder, China Communications Con-
struction Company, is primarily responsible for 
constructing the CCP’s artificial atolls in the 
South China Sea. ZPMC crane-delivery ships 
also reportedly train with the People’s Liber-
ation Army in amphibious landing operations 
likely connected to a Taiwan scenario.18 

In 2024, the House Select Committee on the 
Chinese Communist Party and the House 
Committee on Homeland Security released a 
joint investigation into ZPMC and issued the 
following warnings:

ZPMC has repeatedly requested 
remote access to its STS cranes 
operating at various U.S. ports…
If granted, this access could 
potentially be extended to other 
PRC government entities, posing 
a significant risk due to the PRC’s 
national security laws that mandate 
cooperation with state intelligence 
agencies.19

ZPMC and other PRC [state-
owned enterprises] are not 
contractually barred from installing 
backdoors into equipment or 
modifying technology in ways that 
could allow unauthorized access 
or remote control, enabling them 
to compromise sensitive data or 
disrupt operations within the U.S. 
maritime sector at a later time.20

In a potential future dispute with 
the United States over Taiwan, the 
PRC could restrict or manipulate 
the supply of critical components 
or materials essential to U.S. 
maritime infrastructure, including 
STS cranes. Such actions could 
severely disrupt U.S. commercial 
activities and hinder the DoD’s 
ability to deploy supplies and 
resources to the Indo-Pacific 
region.21

The final warning is particularly ominous. 
American security analyst Ian Easton put it 
in even starker terms in 2022: “What if smart 
gantry cranes used to load and unload con-
tainer ships at major port facilities refused to 
work? Or worse, what if they stacked contain-
ers in the wrong places, capsizing ships and 
snarling port traffic?”22
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CCP-Controlled Networks: Compromised 
Operational Security
In 1983, Ren Zhengfei, a member of the PLA 
engineering corps, retired from military ser-
vice. After brief employment at state-owned 
Shenzhen Electronics Corp., Ren left and 
founded Huawei with an $8.5 million loan from 
a state bank. By 1993, Huawei had secured 
a contract with the PLA and sourced indige-
nously-produced components directly to the 
army. The following year, Ren scored a meet-
ing with Communist Party General Secretary 
Jiang Zemin and pushed him to close China’s 
market to foreign telecommunications com-
panies, a step that Jiang took in 1996. There-
after, Huawei dominated the market in China 
by offering steep discounts and undercutting 
its competition, in some cases offering free 
services to government entities.

The venture was never primarily economic in 
nature. At one point Ren reportedly told Jiang 
Zemin “that switching equipment was related 
to international security, and that a nation that 
did not have its own switching equipment was 
like one that lacked its own military.” Accord-
ing to Ren, China’s paramount leader tersely 
replied, “Well said.”23

Huawei set about targeting proven technolo-
gies and appropriating them. In 2003, Cisco 
executives accused Huawei of copying their 
routers and manuals. When confronted with 
this evidence, Ren casually responded, “Coin-
cidence.”24 In 2010, Motorola brought a law-
suit against Huawei for stealing base station 
technology – something that Huawei employ-
ees had in fact done seven years prior.25 In 
2013, a Huawei employee absconded with a 
T-Mobile robotic arm used to test devices.26 
Even with prosecution from the Department 
of Justice, however, Huawei’s market domi-
nance was beginning to solidify. Aided by $3 
billion in grants from the CCP and $25 billion 
in tax benefits from Beijing, Huawei surpassed 
Nokia and Erickson in 2015 as the world’s 
leading provider of telecommunications equip-
ment.27 

In Europe, this reality introduced particular-
ly grave national security concerns. In April 
2019, the Washington Post reported that the 

U.S. Embassy in Germany had warned Berlin 
that Huawei’s presence in German 5G net-
works “could in the future jeopardize nimble 
cooperation and joint mobilization, particularly 
in times of crisis.”28 The Department of State 
has relayed these concerns to Capitol Hill as 
well. After Britain announced its initial deci-
sion to limit Huawei equipment to the random 
access network, Senator Ted Cruz (R-TX) 
cautioned that doing so “will not succeed in 
limiting Huawei’s ability to conduct espionage, 
interfere with critical infrastructure or mobiliza-
tion, or even access more sensitive nodes in 
the telecom network.”29 Secretary of Defense 
Mark Esper echoed these assessments in 
testimony before the Senate Armed Services 
Committee in March 2020. “If our NATO allies 
incorporate Huawei technology,” Esper noted, 
“it may very well have a severe impact on our 
ability to share information, to share intelli-
gence, to share operational plans, and for the 
alliance to conduct itself as an alliance.”30

Huawei infrastructure has the ability to detect 
early warning indicators of military mobiliza-
tion, and could sabotage active operations 
in a host nation. These concerns are present 
in the United States as well. According to an 
FBI investigation, the location of rural Huawei 
equipment in America eerily coincides with 
military bases housing nuclear weapons.31

CCP-Dominated Biotechnology: Genocide 
At Home, Biowarfare Abroad
In 2021, the National Counterintelligence and 
Security Center (NCSC) previewed the prom-
ises of biotechnology. “Your DNA,” the NSCS 
advised, “is the most valuable thing you own. 
It holds the most intimate details of your past, 
present and potential future—whether you are 
prone to addiction or high-risk for cancer. It 
is your unique genetic code and can enable 
tailored healthcare delivery to you.”32 This 
potential is already spreading beyond health-
care into agriculture, energy production, and 
warfighting. According to the National Secu-
rity Commission on Emerging Biotechnology 
(NSCEB), “We can imagine a future in which 
our warfighters are fed, fueled, equipped, 
protected, and healed on the battlefield, all 
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thanks in part to biotechnology.”33 Such a 
future is not far off, and it is embedded within 
a human’s unique genetic code.

It is for this exact reason that the NCSC also 
warned of biotechnology’s perils: “Losing 
your DNA is not like losing a credit card. You 
can order a new credit card, but you cannot 
replace your DNA. The loss of your DNA not 
only affects you, but your relatives and, poten-
tially, generations to come.”34 Unfortunately for 
Americans, the PRC has been collecting ge-
netic information on Americans for years. Bei-
jing’s ultimate goal is not to cure longstanding 
diseases, but to develop new pressure points 
to silence, intimidate, and extort key individ-
uals.35 The CCP’s ongoing genocide of Uy-
ghurs in the PRC evinces Beijing’s intent to 
leverage biotechnology for nefarious ends. 
By building a comprehensive DNA databank 
of Uyghurs, the CCP has built the capacity to 
locate, track, and apprehend Uyghurs around 
the world.36

Beijing, however, did not construct its impres-
sive DNA repository alone. Thermo Fisher, a 
Massachusetts-based company, sold genet-
ic-mapping equipment to government au-
thorities in Xinjiang, the PRC territory where 
Uyghurs overwhelmingly live. According to a 
2021 report from the New York Times, “The 
authorities there said in the documents that 
the machines were important for DNA inspec-
tions in criminal cases and had ‘no substitutes 
in China.’”37 When members of Congress 
and advocacy groups raised concerns about 
human rights, Thermo Fisher announced it 
would cut off future sales in Xinjiang.38 Such 
a move, while commendable, risks overlook-
ing the broader ways the CCP is leveraging 
biotechnology outside of the Uyghur region – 
and, indeed, outside of China.39

China’s National Genebank is the most im-
pressive of its kind. It is the manifestation of 
the CCP’s quest to obtain DNA samples of 
humans around the world. The COVID-19 
pandemic presented a ready-made opportu-
nity to do so. According to the National Secu-
rity Commission on Emerging Biotechnology, 
“The BGI Group, which has a demonstrated 
history of collaboration with the PRC military, 
collected massive amounts of genetic infor-

mation from around the world” during the pan-
demic. “Stakeholders and U.S. Government 
officials note that it is difficult, if not impossi-
ble, to know how these data are being used 
and combined with other data by the PRC.”40 
The risk of targeted diseases and tailored 
blackmail are well known but not well under-
stood, given the technology’s developmental 
stage. It appears, though, that the CCP is 
testing the possibility of biologically enhanc-
ing warfighters and developing mind-reading 
software to test ideological loyalty.41

Stemming the Tide
The three industries discussed here are repre-
sentative of a broader strategic predicament 
facing the United States. What began as PRC 
companies stealing intellectual property from 
American competitors has morphed into a 
dynamic wherein Americans willingly hand 
over information to CCP-controlled entities in 
the form of joint ventures, commercial trans-
actions, corporate acquisitions, and data 
transfers. That this problem has persisted 
and grown over thirty years suggests a wide-
spread culture of myopia among U.S. com-
panies that downplays geopolitical risk and 
overlooks complicity in human rights abuses.

It also reveals political unseriousness in 
Washington. Policymakers have been largely 
aware of these problems since 2015, when 
Ret. General Keith Alexander called Beijing’s 
theft of American intellectual property “the 
single greatest transfer of wealth in history.”42 
Governmental efforts to adjust market incen-
tives and protect U.S. technology have not 
been lacking, but the requisite political will to 
enact and implement them has not yet fully 
materialized.

To be sure, policymakers have made limited 
gains. For instance, the U.S. Government and 
its closest allies and partners successfully 
blunted Huawei’s dominance in next-gener-
ation telecommunications technology. Hap-
hazardly enforced export controls on Huawei, 
however, have allowed the company to sur-
vive, retrench, and invest in new technolo-
gies that could threaten America’s partners.43 
Moreover, Washington’s efforts to “rip-and-
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replace” legacy Huawei components in rural 
networks throughout America have stalled, 
due largely to funding issues.44

The broader problem remains: American com-
plicity in PRC technological dominance has 
both enriched and strengthened Beijing. The 
acme of sound strategy is crafting asymmet-
ric policies that force adversaries to compete 
on weak terrain.45 Washington could do this 
easily by targeting the very capability it helped 
build decades ago: China’s “Great Firewall.” 
Beijing’s censorship and surveillance appara-
tus is not a sign of strength, but an indicator 
of insecurity. Complicating the CCP’s ability to 
control information within the PRC’s borders 
would also serve as a sort of redemption for 
America, targeting the very threat it helped 
construct so many years ago.

Unfortunately, Washington is still struggling 
to master a more basic strategic tenant: do 
no harm. U.S. companies continue to transfer 
know-how and data to Beijing, and policymak-
ers remain divided on how to respond. Until 
bipartisan political will emerges, the United 
States risks losing this new cold war with the 
CCP.
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